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What is Relational Database Service?

Collection of fully managed database engines
• SQL Server, PostgrSQL, MySQL, Oracle, MariaDB

Handles routine database tasks including:
• Provisioning, patching, backup, recovery, failure detection & repair

SQL Server Managed Instance
• Not Managed Database or SQL Server Virtual Machine (VM)



What is Relational Database Service?

Features & Benefits:
• Support for Infrastructure as Code (Terraform)
• Scalable & Auto-Scaling Hardware
• Automatic (scheduled) Patching
• High-Availability (Multi-AZ)
• Encryption at rest (TDE) and in-transit (SSL)
• CloudWatch, Enhanced Monitoring & Performance Insights

Constraints:
• No or limited access to OS & OS level features
• Many SQL settings & menus not accessible through SSMS UI
• Default limit of 10 SQL instances
• Max databases per instance 30 (micro – large) or 100 (xlarge +)
• Same compatibility level for all databases in an instance



Before RDS Managed Instance
• Static hardware or virtual machines
• SQL ConfigurationFile.ini



Infrastructure as Code
• Terraform (or AWS CLI)
• Source control repository (Github/Gitlab)



Infrastructure as Code
• Error checks with CI/CD pipelines



Infrastructure as Code
• Reusable code ‘building blocks’



Infrastructure as Code
• System state configuration



RDS Console



RDS Console



CloudWatch



Performance Insights



SQL Setup Checklist (revisited)

• Apply latest updates
• Service Accounts (IAM Roles)
• Firewall exceptions
• Add Admin Users/Groups  
• Enable the SQL Agent service  
• Instant File Initialization (IFI) 
• Add TempDB files  
• Rename/Disable the SA account
• Service Provider Name (SPN)
• Operators
• DBMail
• Trace Flags (3226, 4199, 8152)
• Import Custom SQL procedures
• Filestream & File Tables
• Auditing
• Management Policies (PBM)
• Encryption Certificates

Alerts
• Severity 19-25
• ID 18456 - Login Error
• ID 15247 - Permission Error
• ID 9002 - Log Full
• ID 825 - Disk I/O Error

Maintenance Jobs
• Backups
• Reindex
• CheckDB



Enable SSL Connections

Client Initiated Enc Connection

Default Connection

• Import SSL Certificate to local cert store.
• Assign database service account read permission to certificate.
• SQL Configuration Manager

• Select SSL certificate & set Force Encryption = Yes

Non-managed SQL instance



Enable SSL Connections

• SSL Certificate created upon creation of RDS database instance.
• Force encryption using RDS Parameters Group.

RDS managed SQL instance



Enable SSL Connections



Common Commands

SQL Server RDS
EXEC rdsadmin.dbo.

ALTER DATABASE [] SET [ONLINE/OFFLINE] WITH 
ROLLBACK IMMEDIATE

rds_set_database_online

xp_readerrorlog rds_read_error_log

sp_renamedb rds_modify_db_name

sp_configure See RDS Parameter Group

Show Extended Events rds_show_configuration

Set Extended Events rds_set_configuration

ALTER ROLE [SQLAgentUserRole] ADD MEMBER 
[login]

Same

ALTER ROLE [SQLAgentOperatorRole] ADD MEMBER 
[login]

Same (connection error)



Backup Options

• RDS Automated Backups

• Native Backup to S3

• Full daily snapshot + transaction logs
• Automated retention 1-35 days
• Backup window (time & duration)
• Export snapshots to S3 (extended retention)

• Requirements:
Amazon S3 bucket
AWS Identity and Access Management Role (IAM)
SQLSERVER_BACKUP_RESTORE option assigned to DB instance

• Limit of 2 backup/restore tasks running at the same time
• Native backups cancelled during Maintenance windows & RDS snapshots

EXEC msdb.dbo.rds_backup_database
@source_db_name='database_name',
@s3_arn_to_backup_to='arn:aws:s3:::bucket_name/file_name.extension',
[@type='DIFFERENTIAL|FULL'],
[@number_of_files=n];



Restore Options

RDS Automated Backup (snapshot)

• Restore to a new instance



Restore Options

SQL Native Restore (S3/migration)

• Prereqs
• Create S3 storage bucket
• Create option group

• SQLSERVER_BACKUP_RESTORE option
• Assign IAM Role

• Assign option group to RDS instance

1. Upload backup files to S3 (via AWS CLI or AWS Console)

2. Using SSMS
a. Connect to RDS instance
b. Start backup

EXEC rds_restore_database
@restore_db_name = ‘name’, 
@s3_arn_to_restore_from = ‘arn:aws:s3::…..’

c. Check restore status
EXEC msdb.dbo.rds_task_status

@db_name='database_name',
@task_id=ID_number;



Enable DBMail

EXECUTE msdb.dbo.sysmail_add_profile_sp
@profile_name = 'Admin', 
@description = 'System admin profile for notifications.' ;

EXECUTE msdb.dbo.sysmail_add_principalprofile_sp
@profile_name = 'Admin', 
@principal_name = 'public', 
@is_default = 1 ;

EXECUTE msdb.dbo.sysmail_add_account_sp
@account_name = 'Admin', 
@description = 'Mail account for sending outgoing notifications.', 
@email_address = 'SQL1-Admin@domain.local', 
@display_name = 'SQL1 Admin', 
@mailserver_name = 'smtp.domain.local';

EXECUTE msdb.dbo.sysmail_add_profileaccount_sp
@profile_name = 'Admin', 
@account_name = 'Admin', 
@sequence_number = 1; 

• Amazon Simple Email Service (SES) or SMTP Server
• Enable Database Mail XPs in AWS RDS database options group



Limitations

• Unable to manually start, stop, or restart SQL Server Agent.
• Not Supported:

• Replication Jobs
• PowerShell & Command-line Scripts
• SQL Server Agent job notifications (event log caveat)
• SQL Server Agent alerts and operators (event log caveat)
• Using SQL Server Agent to create backups

SQL Server Agent



Operator Notifications & Alerts



Operator Notifications & Alerts



EXEC rdsadmin.dbo.rds_read_error_log @index = 0, @type = 1;

SQL Agent - Job Step

BEGIN TRY
EXECUTE [dbo].[DatabaseIntegrityCheck]
@Databases = 'USER_DATABASES, -rdsadmin2', @LogToTable = 'Y'

END TRY
BEGIN CATCH

DECLARE @err VARCHAR(200)
SELECT @err = ERROR_MESSAGE()
RAISERROR(@err, 16, 1) WITH LOG

END CATCH

Operator Notifications & Alerts



Note: Metric filters are case sensitive

Operator Notifications & Alerts



https://aws.amazon.com/blogs/database/part1-best-practices-on-how-to-
configure-monitoring-and-alerts-for-amazon-rds-for-sql-server/

https://www.mssqltips.com/sql-server-tip-category/205/amazon-aws/

https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/FilterAndPattern
Syntax.html

https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/SQLServer.Exten
dedEvents.html

Additional Resources

https://aws.amazon.com/blogs/database/part1-best-practices-on-how-to-configure-monitoring-and-alerts-for-amazon-rds-for-sql-server/
https://www.mssqltips.com/sql-server-tip-category/205/amazon-aws/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/FilterAndPatternSyntax.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/SQLServer.ExtendedEvents.html
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Questions?


